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Recently, there have been cases where 25, R\
deepfakes are exploited to produce and share sextialimages
through group efforts, resulting in numerous victims.

Sexual Image Creation: The act of synthesizing sexual

images or videos using someone's photos

Deepfake Porn: The act of using Al technology to

synthesize someone's face onto explicit content



Student A admitted to creating deepfake pornography by
synthesizing the face of a female student, sharing it with
friends, and deleting it after viewing it with them.
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A took a photo of the female student last year,
synthesized it into pornography, shared it with oo A | et
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Legal
-LhENEE

E|/ Violation of the Act on Special Cases Concerning the
Punishment of Violent Crimes (distributing harmful videos, etc.)
Up to 5 yearsin prison or a fine of up to 50 million won.
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Crimes related to deepfake fall under

y ‘ 'New Digital Sexual Violence, and both creators,
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= distributors, and users can be punished.
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A student, 0, confessed to receiving and storing a link
that contained child and youth sexual exploitation
material on their smartphone memo app.

"Using the overseas messaging app
'Discord, minors were caught by
the police selling and distributing
illegal materials. They received gift
“cards in exchange for downloading
child and youth sexual exploitation
materials through a link on an
overseas cloud service."

e
R

99

[Source] April 6, 2024, The
National Daily
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Legal
Penalties

\/ Violation of the Act on the Protection of Children and Adolescents
from Sexual Abuse (possession of child and youth sexual e
xploitation material) A sentence of more than 1year in prison.
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Downloading or watching such victim videos also constitutes

= a secondary offense that spreads the harm of
‘ digital sex crimes. Particularly, downloading, possessing,
e

_= or merely viewing videos involving children and
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youth can result in punishment.
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A student, P, confessed to purchasing and downloading explicit
content (hidden camera footage) using the camera function on their
PC, which they saved on their smartphone's photo album.

Teenagers were caught by the court 2ol | |
for purchasing sexually eXphc1t
~ materials of traveling minors for
1()%)0’0 ) won. During the frial, they
c;l‘élmed to have learned the method
Jox selling the videos and sent explicit
- materials to their contacts. B
[Source] July 17, 2024, The )
(iﬁ;bsun Daily ,
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Legal
-hENEE

Violation of the Act on Special Cases Concerning the Punishment
D\/ of Sexual Crimes (possession of footage captured using
cameras) Up to 3 years in prison or a fine of up to 30 millionwon.
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‘; Acts of creating, distributing, or possessing illegal
= ‘ footage or reproduction using a camera are punishable
o 4 under Article 14, Section 4 of the Act on Special Cases

——
— Concerning the Punishment of Sexual Crimes.
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When 2 <]|'3|'J[a| sexual crime occurs

Help Request Agencies

[M Victim Reporting

- Emergency Report 112 / safel82.gokr
= Kereuilemmpipicatlions Stangards. Commission: 1377
-> 38 / www.kocsc.orkr

[M Victim Counseling

- Digital sexual Crime Victim Support Center 02-/35-8994
htto://d4u.stop.or.kr
(Korea Women's Human Rights Institute)

- Women's Emergency Hotline 1366




New “orm owc’ di gital

Deepfake - -
Sexusal Crime Victim
Counseling Agencies

@ Digital Sexual Crime Victim Support Center
Phone Counseling : @2—735—899U
Online : ddu.stop.orkr

@ City/Province Digital Sexual Crime Regional

Specialized Counseling Centers

Daejeon YWCA Integrated

Counseling Center 042-255-0078 | djywca.orkr/ds]_5.htm

Daejeon

Chongchon General Welfare Center
Sejong Integrated Family and Sexual 044-866-1366 sejongsds.or.kr
Violence Counseling Center

Cheongju YWCA Women's
General Counseling Center

Asan Hoedqng Integrated 041-547-5004
Counseling Center

Chungbuk 043-267-3006 i-web.kr/cjwomen

Chungnam woorifamily.net




It's a threat to our lives
digital sex crimes

With the advancement of technology, digital sex crimes are the most
important thing to do the risk is growing.
If the damage has occurred, please feel free to ask for help,
We hope there won't be much damage.



